
 
 
 
 
 
 REPLY TO:  R. Marcus Lodge 
      919 716-6800 
 FACSIMILE:     919 716-6755 
 
 

July 2, 2002 
 

Leah Devlin 
Division Director & Acting State Health Director 
Division of Public Health 
1915 Mail Service Center 
Raleigh, NC  27699-1915 
 
Re:  Applicability of HIPAA to Development Evaluation Centers and DHHS Schools 
 
Dear Dr. Devlin: 
 
 You have asked about the effect of HIPAA (the Administrative Simplification provisions 
of the Health Insurance Portability and Accountability Act of 1996 (P.L. 104-91) and its 
accompanying regulations) on Developmental Evaluation Centers (“DECs”) in light of the 
applicability of the Federal Educational Rights and Privacy Act, 20 U.S.C. 1232g  (“FERPA”) to 
these components.  The DHHS  Program Management Office has asked the same question with 
respect to the Department’s schools. 
 
 Broadly, HIPAA applies to “covered entities:”  health insurance plans, health care 
clearinghouses, and health care providers that engage in certain electronic transactions generally 
related to insurance matters.  42 C.F.R. § 160.102.   HIPAA’s implementing regulations, as 
relevant to your question, are grouped in three general categories:  Transactions Rules (“EDI”), 
Privacy Rules, and Security Rules.  General administrative rules are in  42 C.F.R. Part 160.  The 
EDI Rules, which govern the electronic format of “standard transactions,” are found at 42 C.F.R. 
Part 162, and the Privacy Rules, which delineate privacy protections for specified health 
information, are in Part 164.  The Security Rules have not been adopted in final form.  Proposed 
Security Rules were published in 1998; the federal Department of Health and Human Services 
currently projects a final version late in the summer.  These will set standards for physical 
security of specified health information. 
 
 We are advised that the DECs provide health care services, and therefore meet the 
HIPAA definition of health care provider.  42 C.F.R. § 160.103.   We also understand they 
conduct standard HIPAA transactions electronically.  If accurate, that combination makes a DEC 
a covered health care component of DHHS, and therefore subject to HIPAA regulations.  (DHHS 
is a “hybrid entity,” and its covered health care components must comply with HIPAA 
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requirements.  For convenience, the terms “covered entity” and “health care component” are 
used interchangeably in this discussion.)  
 
 As a covered entity, the DECs must comply with subparts I through N of the EDI 
regulations no later than October 16, 2002 (extended to October 16,  2003 by the Department’s 
filing of a statutory extension request).  These subparts define standards for specific transactions, 
and also provide:  “if a covered entity conducts with another covered entity (or within the same 
covered entity), using electronic media, a transaction for which the Secretary has adopted a 
standard under this part, the covered entity must conduct the transaction as a standard 
transaction.”  42 C.F.R. § 162.923(a).  
 
 Covered entities such as the DECs also must comply with the Privacy Rules.  42 C.F.R. § 
164.104.  However, the Privacy Rules only apply to covered entities “with respect to protected 
health information,”  42 C.F.R. § 164.500(a), and in general, these rules focus on uses and 
disclosures of protected health information.   “Protected health information” is defined as: 
 

Individually identifiable health information:  
(1)  Except as provided in paragraph (2) of this definition, that is:  

(i)  Transmitted by electronic media;  
(ii)  Maintained in any medium described in the definition of electronic media 

at § 162.103 of this subchapter; or  
(iii) Transmitted or maintained in any other form or medium.  

(2) Protected health information excludes individually identifiable health 
information in:  
(i) Education records covered by the Family Educational Right and Privacy 

Act, as amended, 20 U.S.C. 1232g; and  
(ii) Records described at 20 U.S.C. 1232g(a)(4)(B)(iv).  

 
42 C.F.R. § 164.501 (emphasis added). 
 
 To the extent that DECs have health information meeting the definition of education 
records in FERPA, that information is not “protected health information” for purposes of the 
HIPAA Privacy Rules.  If the DECs have no protected health information, the Privacy Rules, 
while technically applicable to them as a covered entity, will have no practical effect.  This 
interpretation is supported by agency comments accompanying the Privacy Rules.   
 

We have excluded education records covered by FERPA, including those 
education records designated as education records under Parts B, C, and D of the 
Individuals with Disabilities Education Act Amendments of 1997, from the 
definition of protected health information. For example, individually identifiable 
health information of students under the age of 18 created by a nurse in a primary 
or secondary school that receives federal funds and that is subject to FERPA is an 
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education record, but not protected health information. Therefore, the privacy 
regulation does not apply. We followed this course because Congress specifically 
addressed how information in education records should be protected in FERPA. 

 
65 Fed. Reg. 82483 (2002). 
 

Because we have excluded education records and records described at 20 U.S.C. 
1232g(a)(4)(B)(iv) held by educational agencies and institutions subject to 
FERPA from the definition of protected health information, only non-FERPA 
schools would be subject to the administrative requirements. 

 
Id. at 82595. 
 
 Program personnel advise that the federal agency responsible for oversight takes the 
position that DEC activities, which are funded by the federal Department of Education under the 
IDEA (Individuals with Disabilities Education Act, 20 U.S.C. § 1400 et seq.), are subject to 
FERPA.  The IDEA itself provides that the Secretary of the Department of Education “shall take 
appropriate action, in accordance with the provisions of [FERPA], to assure the protection of the 
confidentiality” of identifiable information collected pursuant to the administrative requirements 
of the IDEA.  20 U.S.C. § 1417(c).  The IDEA regulations define “education records” by 
reference to the definition of education records in FERPA regulations.  See 34 C.F.R. § 300.560.  
Finally, under FERPA, “education records” are “records, files, documents, and other materials 
which . . . contain information directly related to a student; and . . . are maintained by an 
educational agency or institution . . . .”  20 U.S.C. § 1232g(a)(4)(A).  An “educational agency or 
institution” is “any public or private agency or institution which is the recipient of funds under 
any applicable program.”  20 U.S.C. § 1232g(a)(3).  “Applicable program” is “any program for 
which the Secretary or the Department has administrative responsibility as provided by law or by 
delegation of authority pursuant to law.”   20 U.S.C. § 1221(c)(1).  These provisions support the 
conclusion that the DECs are subject to FERPA and that the health information they maintain is 
in education records as defined by FERPA. 
 
 The same analysis applies to the Governor Morehead School and the Schools for the 
Deaf.  Presumably they are subject to FERPA because of IDEA and other federal funding from 
the Department of Education.  Therefore, even though they meet the HIPAA definition of a 
health care provider, they will not have protected health information that triggers the privacy 
rules, but they will be required to comply with the EDI rules if they engage in electronic standard 
transactions. 
 
 One additional point relates to the schools.  FERPA excludes from its definition of 
“education records” certain treatment records on students over the age of 18, or who attend a 
postsecondary institution from its definition of “education records.”  20 U.S.C. § 
1232g(a)(4)(B)(iv).  However, the HIPAA regulation defining protected health information, 42 § 
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C.F.R. 164.501 (quoted above), also specifically excludes these records, in subparagraph (2)(ii).  
The schools, therefore, will not become subject to the Privacy Rules simply because some of 
their students may reach the age of 18. 
 
 The final Security Rules have not yet been published.  The proposed Security Rules as 
written probably would apply to the DECs and the schools, on the same basis as the EDI Rules.  
However, the final Privacy Rules were placed in a part of the regulations entitled “Security and 
Privacy.”  That implies that there will be some connection between the two, and until the final 
definitions and other regulations are published, we cannot analyze the relationship between the 
various elements.   
 
 Although HIPAA was enacted in 1996, its implementing regulations have only recently 
become final, with implementation dates scheduled beginning in the fall of 2002 (subject to an 
extension of one year) and April 2003.  Other regulations are pending or are contemplated.  It is 
possible that future regulations or policy pronouncements could alter these conclusions 
 
 This is an advisory letter.  It has not been reviewed and approved in accordance with 
procedures for issuing an Attorney General’s opinion. 
 
 Please contact us if you would like any additional information. 
 
 Sincerely, 
 
 
 R. Marcus Lodge 
 Special Deputy Attorney General 
 
cc: Karen Tomczak 
 Satana Deberry 
 Ann Reed 
 John Corne 
 
 
 
 


