
 
 
 
 
 
 REPLY TO:  R. Marcus Lodge 
      919 716-6800 
 FACSIMILE:     919 716-6755 
 
 

August 8, 2002 
 

Leah Devlin 
Division Director & Acting State Health Director 
Division of Public Health 
1915 Mail Service Center 
Raleigh, NC  27699-1915 
 
Re:  Applicability of HIPAA to various DPH functions 
 
Dear Dr. Devlin: 
 
 You have asked about the effect of HIPAA (the Administrative Simplification provisions 
of the Health Insurance Portability and Accountability Act of 1996 (P.L. 104-91) and its 
accompanying regulations) as to the following matters: 

 
1. Whether the Division of Public Health (the “Division”) can collect information 

from covered entities; 
 

2. The status of protected health information submitted to the Division as a public 
health authority; 

 
3. The status of individually identifiable health information in HSIS; and 

 
4. The status of the Local Health Services Section under HIPAA. 

 
Collection of information from covered entities 
 
 As you noted in your letter, the Privacy Regulations as promulgated by the federal 
Department of Health and Human Services provide that a covered entity may disclose protected 
health information for public health activities and purposes to: 

 
A public health authority that is authorized by law to collect or receive such 
information for the purpose of preventing or controlling disease, injury, or 
disability, including, but not limited to, the reporting of disease, injury, vital 
events such as birth or death, and the conduct of public health surveillance, public 
health investigations, and public health interventions; or, at the direction of a 
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public health authority, to an official of a foreign government agency that is 
acting in collaboration with a public health authority. 
 

42 C.F.R. § 164.512(b)(1). 
 
 In addition, a covered entity “may use or disclose protected health information to the 
extent that such use or disclosure is required by law and the use or disclosure complies with and 
is limited to the relevant requirements of such law.” 42 C.F.R. § 164.512(a)(1). 
 
 A “public health authority” is “an agency or authority of the United States, a State, a 
territory, a political subdivision of a State or territory, or an Indian tribe, or a person or entity 
acting under a grant of authority from or contract with such public agency, including the 
employees or agents of such public agency or its contractors or persons or entities to whom it has 
granted authority, that is responsible for public health matters as part of its official mandate.”  42 
C.F.R. § 164.501(a)(1). 
 
 The Division meets the definition of a public health authority.  Therefore, covered 
entities may disclose to the Division protected health information for the public health purposes 
noted above or if the law otherwise requires it.  HIPAA does not  prevent such disclosures; it 
authorizes them.  Moreover, to the extent the information comes to the Division through a 
covered function, it may use that information for public health purposes.  42 C.F.R. § 
164.512(b)(2). 
 
 For program monitoring functions, the Division also meets the definition of a “health 
oversight agency.”  42 C.F.R. § 164.501.  A covered entity may disclose protected health 
information to a health oversight agency for oversight activities authorized by law, including 
“audits; civil, administrative, or criminal investigations; inspections; licensure or disciplinary 
actions; civil, administrative, or criminal proceedings or actions; or other activities necessary for 
appropriate oversight” of, among other activities, the health care system and government 
regulatory programs.  42 C.F.R. § 164.512(d)(1). 
 
 In summary, HIPAA does not speak to whether or not the Division may collect 
information; it only addresses whether covered entities may provide it.   In the case of the 
Division’s public health and health oversight activities, the regulations allow covered entities to 
disclose information to the Division for the purposes noted above. 
 
The status of protected health information submitted to the Division as a public health 
authority. 
 
 HIPAA only applies to “covered entities.”  In a hybrid entity such as the Department of 
Health and Human Services, the Privacy Rules only apply to health care components.  42 C.F.R.  
§ 164.504(b).  HIPAA does not regulate health care information in the hands of noncovered 
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entities.  Of course, other confidentiality restrictions imposed by state or federal law continue to 
apply. 
 
Information in HSIS 
 
 Our understanding is that the Division operates a Health Services Information System 
(HSIS) that serves a variety of purposes.  Local health departments and some DHHS agencies 
enter information into the system in either on-line or batch mode. The information includes 
individually identifiable health information. The local health departments are required to submit 
the data for program monitoring and for public health activities such as disease surveillance. 
 
 The HSIS also provides certain financial and administrative services to its users.  It 
submits claims to Medicaid on behalf of the users and it also assists in case management 
functions.   
 
 This suggests that HSIS performs a blend of functions.  It acts on behalf of covered 
entities (or as part of a health care component) when it conducts HIPAA transactions such as 
billing Medicaid.  It also serves as a reporting mechanism (or information collection mechanism) 
for the public health authority function.    
 
 When the HSIS acts on behalf of covered entities that are not a part of DHHS, it appears 
to meet the definition of a business associate. 42 C.F.R. § 160.103.  It does not appear to meet 
the definition of a health care clearinghouse (another form of covered entity), because it does not 
convert transactions data from nonstandard to standard format.  Rather, it generates the 
transactions from the covered entity’s data.  As such, HSIS technically would not be subject to 
HIPAA; however, it would be required to comply with the contractual requirements of its 
business associate agreement with the covered entities. 42 C.F.R. § 164.504(e)(2). We expect to 
draft that business associate agreement shortly, and it will include authorized uses and 
disclosures. 
 
 When HSIS is performing a covered function on behalf of a covered health care 
component of DHHS, such as the state lab, it is considered part of that component and must 
comply with HIPAA requirements.  42 C.F.R.  § 164.504(a).   
 
 When HSIS is used to collect information for public health and health oversight 
functions, it is engaging in uses and disclosures allowed by the Privacy Rules. 
 
 The effect of this is that protected health information (that which comes from covered 
entities and is used in HIPAA transactions) must not be used or disclosed except as permitted by 
the HIPAA Privacy Rules.  Since the HIPAA Privacy Rules permit disclosure for public health 
authority  and health oversight agency purposes, there should not be an internal conflict.   
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 The Security Rules have not yet been published in final form.  Therefore, we cannot say 
at this point how they may impact HSIS. 
 
Status  of the Local Health Services Section 
 
 HIPAA does not distinguish along organizational structure lines, but rather along 
functional lines.  Members of the work force of a health care component must comply with 
HIPAA requirements.  It is the responsibility of DHHS to designate its health care components 
and ensure compliance.  42 C.F.R. § 164.504(c)(2).  DHHS will have to determine whether some 
or all of the members of the Local Health Services Section are acting as members of the work 
force of a health care component. 
 
 General Comments 
 
 Although HIPAA was enacted in 1996, its implementing regulations have only recently 
become final, with implementation dates scheduled beginning in the fall of 2002 (subject to an 
extension of one year) and April 2003.  Other regulations are pending or are contemplated.  It is 
possible that future regulations or policy pronouncements could alter these conclusions.  Please 
specifically note that a Notice of Proposed Rule Making related to the Privacy Rules was 
published in March, 2002 that would change some of the cited references but not the substantive 
conclusions of this letter.  The proposed changes have not been made final as of the date of this 
letter.  They are anticipated any time, and we will notify you if they change these conclusions. 
 
 This is an advisory letter.  It has not been reviewed and approved in accordance with 
procedures for issuing an Attorney General’s opinion. 
 
 Please contact us if you have any additional questions. 
 

 Sincerely, 
 
 
 R. Marcus Lodge 
 Special Deputy Attorney General 

 
cc: Karen Tomczak 
 Satana Deberry 
 Ann Reed 
 John Corne 


