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Q & A  

Accounting for Disclosures 
HIPAA Privacy Rule § 164.528 

 
 

The following Q&A addresses questions received about the Accounting for Disclosures as 
required in the HIPAA Privacy Rule § 164.528.  The Q&A was jointly prepared by 
Frances Taylor, HIPAA Liaison to Local Public Health Departments, Division of Public 
Health, and Bob Martin, DPH HIPAA Coordinator, Division of Public Health 
Implementation Support. 
 
Q #1.  What is the HIPAA right to an accounting? 
 

A. An individual has a right to an accounting of disclosures of protected health 
information (PHI) made by a covered entity or its business associates.  This right 
exists for as long as the covered entity maintains the protected health information.  
The covered entity must account for disclosures of PHI made in the six years prior 
to the date of the individual’s request, unless the individual requests an accounting 
covering less than six years.  The covered entity is not required to include in the 
accounting disclosures that were made by the covered entity prior to the 
compliance date of the Privacy Rule (April 14, 2003).  The six years started on 
4/14/03; therefore, the covered entity is not required to provide an accounting of 
disclosures made before 4/14/03. 

 
Q #2.  Which disclosures of protected health information must be included in the  
  accounting? 
 
 A.  All disclosures of PHI made by the covered entity (or if a hybrid entity, the covered 
 health components) must be included in the accounting of disclosures except for the 
 following: 

 
The accounting does not have to include the following disclosures of PHI: 

• Disclosures that occurred before the privacy rule compliance date (4/14/03) 
• Disclosures to carry out treatment, payment, or health care operations 
• Disclosures made to the individual who is the subject of the PHI 
• Incidental disclosures—that is, those that are incident to a use or disclosure that 

is otherwise permitted or required by the privacy rule 
• Disclosures made pursuant to an authorization 
• Disclosures for a facility directory 
• Disclosures to persons involved in the individual’s care (such as friends or 

family) 
• Disclosures for national security or intelligence purposes made pursuant to § 

164.512(k)(2) 
• Disclosures of PHI that are made to correctional institutions or law enforcement 

officers, when those disclosures are consistent with §164.512(k)(5) 
• Disclosures made as part of a limited data set in accordance with § 164.514(e) 
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Q #3.  Does the accounting have to include uses of PHI? 
 
 A. No.  Only disclosures of PHI must be included.  HIPAA defines “use” as “the 
 sharing, employment, application, utilization, examination, or analysis of 
 [individually identifiable health] information with an entity that maintains such 
 information.”  “Disclosure” means “the release, transfer, provision of access to, or 
 divulging in any other manner of information outside the entity holding the 
 information.”  CAUTION FOR HYBRID ENTITIES:  When information is shared 
 with a non-covered component of the hybrid entity, that is a disclosure, not a use. 
 

 Q #4. Must we to include in the accounting of disclosures such things as the 
 permitted disclosures of PHI to a public health authority (such as communicable 
 diseases), disclosures to Child Fatality Prevention Teams, disclosures regarding 
 health oversight activities, national priority uses and disclosures, and other uses 
 and disclosures required by state or federal law? 
 
  A.  Generally, yes.  The uses and disclosures of PHI in the above mentioned 

situations are permitted by the Privacy Rule and must be included in the accounting 
of disclosures.  However, in those situations required by NC Law, such as child or 
adult abuse or neglect, the covered entity need not inform the individual, if the 
covered entity, in the exercise of professional judgment, believes that informing the 
individual would place the individual at risk of serious harm.  In addition, the 
covered entity need not inform a personal representative about the disclosure if the 
covered entity, in the exercise of professional judgment, reasonably believes the 
personal representative is responsible for the abuse, neglect, or other injury and that 
informing the representative would not be in the best interests of the individual. 

 
  Please refer to your Institute of Government Privacy Manual, Section 10, document 

entitled, “Using and Disclosing Information Without Individual Permission 
Pursuant to the Privacy Rule § 164.512, (National Priority Uses & Disclosures),” 
October 2002, for more complete guidance on the permitted uses and disclosures 
and examples from NC General Statutes.   

 
  NOTE:  A covered entity may consider “hybridizing” themselves to carve out non-

covered functions, i.e. the Child Fatality Prevention Teams, mass screening field 
tests, and any other activities for which the covered entity is NOT billing 
electronically.  These “carved out” functions would not be subject to the HIPAA 
Privacy Rule; therefore, the individually identifiable health information (IIHI) 
would not be considered protected health information (PHI) and would not be 
required to be included in the accounting of disclosures.   

 
  An issue to consider when deciding whether or not to “carve out” public health 

authority and other non-covered functions is how to handle the sharing of 
information from the “provider” side of the hybrid entity to the “public health 
authority” side of the hybrid entity.  If public health authority activities are carved 
out, the sharing of information from the provider side of the covered/hybrid entity 
to the public health authority side of the covered/hybrid entity would function like 
any private provider disclosing information to a public health authority.  (Example:  
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A private physicians (private provider) reporting a communicable disease to the 
local public health department (public health authority).  The one thing that is 
different, however, is that this is a “use” rather than a “disclosure” and arguably the 
provider side of the department would not need to include it in the accounting of 
disclosures.  If your agency chooses to carve out the public health authority 
activities, it is recommended that you consider a policy that DOES incorporate 
those public health “uses” into the accounting because it is felt that it is more 
consistent with the spirit of the law which treats the sharing of PHI from health care 
to non-health care components as “disclosures” even though they are technically 
“uses.”  The rational for this recommendation is based upon the fact that 
individuals have a right to know to whom and for what purpose their protected 
health information has been disclosed by a covered entity.   

 
Q #5.  Must a disclosure to and by a business associate be included in the accounting? 
 
  A.  Yes.  In addition to including disclosures by the covered entity, the accounting 

must include disclosures to or by business associates.  § 164.528(b)(1).  One of the 
required terms in the business associate agreement is that the business associate 
will make PHI available “information required to provide an accounting of 
disclosures . . . .”  The Privacy Rule, however, does not require an accounting of 
any disclosures to or by a business associate that is for any exempt purpose, 
including disclosures for treatment, payment, and health care operations. 

 
Q #6.  How do we treat multiple disclosures to the same person for a single purpose? 
 
  A.  If the covered entity made multiple disclosures of PHI to the same person or 

entity for a single purpose either to US DHHS for compliance purposes or to a 
person or entity authorized to receive PHI for national priority uses and disclosures 
under § 164.512 (such as a public health authority, health oversight agency, law 
enforcement official, researcher, etc.) the accounting may include: 

1. All of the required elements described for the first disclosure (See Question 
#9 for items that must be included in the accounting) 

2. The frequency, periodicity, or number of the disclosures made during the 
accounting period; and 

3. The date of the last such disclosure during the accounting period. 
 
  Example: Reporting immunizations to the NC Immunization Registry. 
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Q #7.  Must the request from an individual for an accounting of disclosures be in 

writing? 
 
  A.  No.  The Privacy Rule does not explicitly permit the covered entity to require 

the individual to put the request in writing (as is the case with access and 
amendment).  The rule does not, however, prohibit the entity from asking the 
individual to put the request in writing. 

 
  If your agency chooses to require written requests for an accounting of disclosures, 

your agency should have approved policies and procedures for documentation of 
the decision.  Items for consideration to include in the policies and procedures 
include but are not limited to: 

 
   1.  Documenting that requests for an accounting of disclosures be in 

 writing. 
   2.  Will a form be developed for individuals to complete?  If so, will 

 requests be accepted if not on the form? 
   3.  Document the procedures chosen by your agency for responding to 

 written requests. 
   4.  How will your agency document/respond to oral requests? 
   5.  Does your Notice of Privacy Practices include a description of how 
   individuals may request an accounting of disclosures. 
   6.  Who will be responsible for receiving and processing requests for 

 accounting of disclosures?  The Rule requires documentation of the title of 
 the persons(s) or office(s) that hold this responsibility. 

 
Q #8.  May a covered entity refuse an individual’s request for an accounting? 
 
  A.  Generally, no.  In most cases the request must be honored.  There is one very 

limited exception, however.  The covered entity must temporarily suspend an 
individual’s right to receive an accounting when both of the following conditions 
are met:  (1) the disclosure is to a health oversight agency or law enforcement 
official (in accordance with privacy rules that permit this), and (2) the agency or 
official provides the entity with a written or oral statement explaining that an 
accounting to the individual would be reasonably likely to impede the agency’s 
activities and specifying the time frame for which the suspension is required. 

 
  Example:  Reporting suspected cases of child abuse. 
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Q #9.  What must be included in the accounting? 
 
  A.  The accounting must include the following information for each disclosure: 

• Date of disclosure, and 
• Name of entity or person who received the PHI and, if known, the entity’s 

or person’s address and 
• Brief description of the PHI disclosed, and 
• One of the following: 

i. Brief statement of the purpose of the disclosure that reasonably 
informs the individual of the basis for the disclosure, or 

ii. A copy of any written request for disclosure by US DHHS for 
compliance purposes, or 

iii. A copy of any written request for disclosure by a person or entity 
authorized to receive PHI for national priority uses or disclosures 
under § 164.512 (such as a public health authority, health oversight 
agency, etc.) 

 
  B.  Special rules apply when an entity has made disclosures of PHI for research 

purposes relating to 50 or more individuals as provided in §164.512(i) 
   
  In accordance with §164.528(b)(4)(i), if an individual requests an accounting of 

disclosures and PHI about that individual may have been included in a research 
disclosure, the accounting may include the following elements: 

 
   a. The name of the research protocol or activity; 
   b. A description (in plain language) of the research protocol or activity 

 including: 
    i.  The purpose of the research; and 
    ii. The criteria for selecting records to be disclosed for the research. 
   c. A brief description of the type of PHI that was disclosed; 
   d. The date or period of time during which such disclosures occurred, or 

 may have occurred, including the date of the last such disclosure during the 
 accounting period; 

   e. The name, address, and telephone number of the entity that sponsored 
 the research; 

   f. The name address, and telephone number of the researcher; 
   g. A statement that PHI about the individual may or may not have disclosed 

 for the research protocol or activity. 
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Q #10. How are covered entities tracking disclosures so that an accounting may be 
produced upon request? 

 
  A.  Many covered entities have developed paper logs that have columns for 

collecting the information that must be included in the accounting.  The logs are 
placed in each individual’s record and staff members who make disclosures that 
must be included in an accounting are required to document those disclosures on 
the log. 

 
  Some covered entities with the available resources have developed electronic logs 

or purchased tracking software that resides on their servers and staff has access to 
these logs on their in-house computer network. 

 
  Some small covered entities are choosing to establish a record-keeping system that 

will allow them to reconstruct the accounting upon request because they have 60 
days in which to respond to the request (See Question #11 for details).  Based upon 
the covered entity’s small size and caseload, they feel that reconstructing the 
accounting upon request will be more cost efficient than continuously tracking 
disclosures for which there is no request. 

 
Q #11. After an individual requests an accounting, how quickly must the covered 

entity provide it? 
 
  A.  Within 60 days.  If the covered entity cannot provide the accounting within that 

period of time, the entity may have one 30-day extension.  To receive the 
extension, the entity must give the individual a written statement setting forth the 
reasons for the delay and the date by which the entity will provide the accounting.  
The written statement must be provided within 60 days after the individual’s 
request for the accounting.  Only one thirty-day extension is allowed. 

 
Q #12. Can the covered entity charge a fee for the accounting? 
 
  A.  A covered entity must provide one free accounting in any 12-month period.  If 

an individual requests additional accountings within the 12-month period, the entity 
may charge a reasonable, cost-based fee, provided that the entity informs the 
individual of the fee in advance and provides the individual with an opportunity to 
withdraw or modify the request for the accounting in order to avoid or reduce the 
fee. 
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Q #13. What documentation is required to be kept by the covered entity and for how 
long must we keep the documentation? 

 
  A.  General rule.  A covered entity must develop and retain the following 

documentation (in written or electronic form): 
4. The information required to be included in the accounting (“required 

elements”) for disclosures that are not excepted from the right to an 
accounting; 

5. Any written accounting that is provided to an individual; and 
6. Identification of the title of the person(s) or offices(s) responsible for 

receiving and processing requests for an accounting.  §§ 164.526(f); 
164.530(d). 

 
  The entity must retain the documentation for six years from the later of: 

1. The date of its creation; or 
2. The date when it last was in effect. 
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