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I. What is HIPAA? What is the privacy rule? 
 
A. HIPAA: The Health Insurance Portability and Accountability Act of 1996 
 

1. HIPAA required the U.S. Department of Health and Human Services to 
develop a series of rules governing health information. One of the most 
significant of these rules governs the privacy of individually identifiable 
health information.  

 
B. The HIPAA Privacy Rule (Code of Federal Regulations, Title 45, Part 164) 
 

1. The HIPAA privacy rule governs how “covered entities” may use and 
disclose “protected health information.”  

 
2. Health care providers who are covered by HIPAA must comply with the 

privacy rule by April 14, 2003. 
 
 
II. Who and what are “covered” by the HIPAA privacy rule? 
 
A. Who is covered: “Covered entities”  
 

1. The following “covered entities” must comply with HIPAA: 
a. Health plans (insurers, HMOs, etc.) 
b. Health care clearinghouses (entities that help health care providers 

and health plans standardize their health information) 
c. Health care providers who transmit health information 

electronically in connection with a HIPAA transaction. 
i. “Health care provider” is defined by HIPAA as any person 

who, in the normal course of business, furnishes, bills, or is 
paid for care, services or supplies related to the health of an 
individual. 

ii.  HIPAA transactions are exchanges of information between 
two parties to carry out financial or administrative activities 
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related to health care, including things such as billing and 
eligibility determinations. 

 
B. What is covered: “Protected health information 
 

1. The privacy rule requires covered entities to protect the privacy of 
“protected health information.”  

 
2. The rule defines protected health information (PHI) as information held or 

disclosed by the covered entity in any form (electronic, paper records, oral 
communications) that: 
a. Identifies an individual, and 
b. Relates to: 

i. the individual’s past, present, or future physical or mental 
health or condition; 

ii. the provision of health care to the individual; or 
iii. the past, present, or future payment for the provision of 

health care to the individual. 
 

 
III. Are school nurses covered entities under HIPAA?  
 
A. School nurses are health care providers, as that term is defined by HIPAA. 

However, health care providers are covered entities under HIPAA only if they 
transmit health information electronically in connection with a HIPAA 
transaction.  

 
B. To determine if a school nurse is a covered entity, answer the following questions: 
 

1. Does the school nurse, as part of her school nursing work, ever transmit 
health information electronically in connection with a HIPAA transaction?  
a. If the answer is yes, the nurse is covered—stop here. 
b. If the answer is no, the nurse still may be covered—proceed to 

question 2, below.  
 

2. Who employs the school nurse?  
a. If the school nurse is employed by an entity that never transmits 

health information electronically in connection with a HIPAA 
transaction, the nurse is not covered—stop here. 
i. Local education agencies probably do not transmit health 

information electronically in connection with a HIPAA 
transaction. Therefore, nurses employed by LEAs probably 
are not covered. 

b. If the school nurse is employed by an entity that does transmit 
health information electronically as part of her school nursing 
work, she still may be covered—proceed to question 3, below. 
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i. Local health departments and hospitals are most likely 
covered by HIPAA. A school nurse employed by a local 
health department or hospital may be covered, depending 
upon the answer to question 3, below. 

 
3. Has the school nurse’s employer taken action to exclude the school 

nursing program from HIPAA coverage? That is, has it (1) determined that 
it a “hybrid entity,” (2) designated the programs, activities, and functions 
that make up its “health care component,” and (3) determined that the 
school nursing program is not part of its health care component? 
a. If the employer is a covered entity that has not taken these actions, 

the school nurse is covered by the HIPAA privacy rule. 
b. If the employer has (1) determined that it is a hybrid entity, (2) 

designated its health care component, and (3) excluded the school 
nursing program from its health care component, the school nurse 
is not covered by HIPAA. 

c. If the employer has (1) determined that it is a hybrid entity, (2) 
designated its health care component, and (3) included the school 
nursing program in its health care component, the school nurse is 
covered by HIPAA. 

 
C. What did question 3 mean? What are these things—hybrid entities and health care 

components?  
 

1. Covered entities can exclude some of their programs and operations from 
being covered by HIPAA. To do so, they must take all the following steps: 
a. The covered entity must determine that it is a “hybrid entity.” This 

means that it has some functions or activities that do not meet the 
definition of covered entity.  
i. Example: Local health departments have well inspection 

programs. These programs do not meet the definition of 
covered entity, because they are not health plans, health 
care clearinghouses, or health care providers. 

ii. Example: A school nurse is a health care provider. 
However, she does not meet the definition of covered entity 
if she does not transmit health information electronically in 
connection with a HIPAA transaction. 

b. The covered entity must designate, in writing, which of its 
programs, activities, or functions make up its “health care 
component.” It must include in this designation any program, 
activity, or function that meets the definition of covered entity. It 
may choose whether or not to include programs, activities, or 
functions that do not meet the definition of covered entity. 
i. Example: Local health departments have prenatal clinics 

that provide health care and bill Medicaid electronically. 
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These clinics must be included in the designation of health 
care component. 

ii. Example: A local health department provides school nurses 
to the school system. The school nursing program does not 
transmit health information electronically in connection 
with a HIPAA transaction. The health department may 
choose whether or not to include the school nursing 
program in its designation of health care component. 

c. After a covered entity completes this process, it must ensure that 
all programs, activities, and functions in its health care component 
comply with the privacy rule. Programs, activities, or functions 
that are not part of the health care component do not have to 
comply with the privacy rule. 
i. Example: A local health department has designated its 

school nursing program as part of its health care 
component. The school nurses must comply with the 
privacy rule. 

ii. Example: A local health department has excluded the 
school nursing program from its health care component. 
The school nurses are not required to comply with the 
privacy rule. 

 
B. Is the health information maintained or communicated by school nurses covered 

by HIPAA? 
 

1. Is the school nurse a covered entity under HIPAA? 
a. If the answer is no, the school nurses’ information is not covered 

by HIPAA—stop here.  
b. If the answer is yes, some of the school nurses’ information may 

be covered by HIPAA—proceed to question 2, below. 
 
2. Is the health information maintained or communicated by the school nurse 

part of the education record under FERPA? 
a. Health information that is part of the education record under 

FERPA is not covered by HIPAA.  
b. Any health information that is not part of the education record and 

that is maintained by a nurse who is a HIPAA covered entity is 
covered by HIPAA. 
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